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INTRODUCTION 
The internet and other technologies play a key role in 21st Century teaching and learning and the 
aim of this policy is to maximise safeguarding whilst promoting the effective use of such technologies 
to enhance teaching and learning.  Our eSafeguarding/online Safeguarding Policy is designed to: 

 set out the key principles expected of all members of the school community with respect to 
the use of ICT 

 safeguard and protect students, staff and occasional visitors/users of the school’s ICT 
infrastructure 

 set clear expectations of behaviour and/or codes of practice relevant to responsible use of 
the internet for educational, personal or recreational use, having clear structures to deal with 
online abuse such as cyberbullying which are cross referenced with other Trust/school 
policies 

 ensure that all members of the LEAP Multi-Academy Trust (MAT) community are aware that 
unlawful or unsafe behaviour is unacceptable and that, where appropriate, disciplinary or 
legal action will be taken 

 minimise the risk of misplaced or malicious allegations against adults who work with students. 
 

1. SCOPE OF THE POLICY 
1.1 This policy applies to the whole school community including all staff employed directly or 

indirectly by the LEAP MAT and all students. 
 

1.2 The school will endeavour to ensure that any relevant or new legislation (eg Keeping Children 
Safe in Education 2020), that may impact upon the provision for online safeguarding within 
school, will be reflected within this policy. 

 

1.3 The Education and Inspections Act 2006 empowers Principals, to such extent as is reasonable, 
to regulate the behaviour of students or students when they are off the school site. This is 
pertinent to incidents of cyber-bullying, or other actions covered by this policy which may take 
place outside of school sites, on internet platforms and be perpetrated on personal devices but 
is still linked to membership of the school/LEAP MAT. The school will deal with such incidents 
within this policy and parents/carers may be informed of concerns. 

 

1.4 The Education Act 2011 gives school the power to confiscate and search the contents 
of any mobile device if the Principal believes it contains any material that could be used 
to bully or harass others, or used to commit an offence. These devices can have data 
removed before they are returned. (see the Trust’s Searching, Screening & Confiscation 
Policy.  The Searching, Screening & Confiscation at School Guidance (2018) document offers 
further advice to school leaders and staff in all schools in England regarding schools’ power of 
screening and searching students where responsible grounds exist that the student may have 
a prohibited item). 

 

1.5 The eSafeguarding Policy will be reviewed annually or when any significant changes occur 
with regard to the technologies in use within the Trust/its Academies. Any amendments to the 
Online Safeguarding Policy will be discussed with all members of staff as necessary. 

 

1.6 Staff and students are also bound by the Acceptable Use Agreement (AUP). 
 

1.7 The eSafeguarding Policy should be read in conjunction with the following documents: 

 Safeguarding Policy  

 Staff Code of Conduct 

 Staff and Student Acceptable Use Agreements 

 Information Technology Security Document 
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 GDPR Data Protection Policy 

 GDPR working practices document 

 Behaviour policy 

 Anti-Bullying Policy 
 

2. ROLES & RESPONSIBILITIES 

2.1 Principal and DSL: Responsible for: 

 Shaping and applying this policy (and other relevant policies) and ensuring staff and 
student safety within school 

 Ensuring that staff receive relevant and suitable training and continued development to 
enable them to carry out their roles using ICT and implement procedures 

 Reviewing and responding to any eSafeguarding incident escalated to senior leaders as 
well as reviewing reports from the IT team 

 Liaising with the LEAP MAT/Academy IT Teams. 
 

2.2 IT teams: Responsible for: 

 Ensuring LEAP MAT’s ICT infrastructure and devices are secure and not open to misuse 
or malicious attacks in line with this guidance and policy 

 Liaising with the DSL and Principal and providing technical expertise and assistance 
where appropriate. 

 
2.3 All staff: Responsible for: 

 Implementing all eSafeguarding related policies 

 Reporting any suspected misuse of ICT or breach of eSafeguarding policy to SLT 

 Applying staff Acceptable Use Policy (AUP), GDPR working practices document and other 
related policies 

 Embedding eSafeguarding into all aspects of the curriculum and other school activities 
wherever possible 

 Ensuring students understand and adhere to the LEAP MAT Acceptable Use Policy 

 Ensuring students have a good understanding of research skills, uphold copyright 
regulations for text, images and media from the internet, and avoid plagiarism 

 Using good classroom management, and the provided software tools to monitor ICT 
activity in lessons, extra-curricular and other school activities 

 Pre-checking any lesson resources that require internet access or services, and that the 
resources or subsequent searches have suitable content. 

 
2.4 Students: Responsible for: 

 Using our ICT services in accordance with this policy, and the AUP 

 Understanding good research skills, and the need to avoid plagiarism and breaking 
copyright regulations 

 Reporting any abuse, misuse or accidental access to inappropriate materials 

 Following the school policy on mobile device use 

 Understanding the consequences of breaching eSafeguarding policies, understanding 
why they are in place, and the impact of illegal activities such as hacking and cyber-
bullying 

 Understanding the importance of responsible use of digital technologies, and social media 
platforms out of school and realising that their personal responsibility 

 
Parents and Carers 

2.5 Parents and carers play a vital role in ensuring that their children understand the need to use 
the internet, gaming and mobile devices in a responsible and safe way.     Whenever possible 
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the Trust/Academy will take every opportunity to help parents and carers understand the issues 
regarding eSafeguarding through regular communications via normal and social media 
channels. Parents and carers are responsible for: 

 Supporting and endorsing Trust/Academy policies and the members of staff who apply 
them 

 Amplifying good and safe use of the internet and mobile devices at home, such as 
ensuring their children's internet connections are filtered and devices and consoles are 
correctly configured with parental controls to restrict inappropriate age-related games and 
content 

 
3. MANAGING ICT  
3.1 LEAP MAT is responsible for ensuring that access to ICT is as safe and secure as reasonable 

possible, and that policies and procedures approved within this policy are implemented: 

 All users will have clearly defined rights to access ICT services, with student access based 
upon the principle of least privilege 

 All users are issued with a unique, individually named, or numbered account used to 
access ICT and Office 365 services. LEAP MAT/its Academies have a pragmatic approach 
to the frequency of password changes, considering the potential impact on effective 
teaching and learning time 

 The responsibility for user accounts lies with the individual, and users must not allow 
others to access services using their credentials and must immediately report any 
suspicion or evidence that their accounts have been compromised. The school will enforce 
sanctions to any student attempting to access other user accounts 

 Any requests for changes to user accounts, in terms of permissions, or access to other 
services can be made on the respective school IT Helpdesks 

 Servers and other key hardware or infrastructure will be located securely with only 
appropriate staff permitted access. All hardware and software, including anti-virus and 
anti-malware, will be kept updated as appropriate 

 Guest accounts are available for visitors and can be made available with the agreement 
of the respective site IT teams. Where possible, guests must be encouraged to access 
presentations or other material via internet-based services, and not bring personal devices 
or removable storage into schools 

 Neither staff nor students should install programs or other software on ICT systems without 
the prior express permission of the respective site IT Team 

 Access to ICT within LEAP MAT/ its Academies is a privilege and not a right and 
may be withdrawn at the discretion of SLT 

 All access to the internet will be filtered 

 For information on protection of Personal Data, held on site and accessible via ICT 
services, such as e-mail please consult LEAP MAT’s GDPR and Data Handling policies/ 
GDPR working practices document. 

 
4. PREVENTING THE SPREAD OF MALICIOUS SOFTWARE (MALWARE, VIRUSES AND 

CRYPTOWARE) 
4.1 Users of the school’s IT services must take all reasonable steps to prevent the transmission or 

receipt of malicious software, such as computer viruses or malware. 
 
4.2 Users: 

 Must not use any type of removable storage on LEAP MAT ICT infrastructure 

 Must ensure that effective anti-virus and anti-malware applications are operating on any 
personal device that they use to access LEAP MAT infrastructure, and that devices are 
regularly scanned and are free from infection 

 Must not open email attachments they have received from an unsolicited, untrusted or 
dubious source, or unexpected attachments from trusted sources; they should contact the 
IT Team 
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 Must take care when entering their network credentials into sites that could attempt to 
harvest usernames and passwords.  Users should familiarise themselves with the latest 
information on phishing and other forms of electronic scams 

5. RESPONSIBLE USE 
5.1 All staff and students are expected to be responsible users of ICT.  
 
5.2 All users accessing ICT services agree to adhere to LEAP MAT’s Acceptable Use Policy (AUP) 

that is displayed on PCs when first accessing the network. The AUP supplements this policy 
and makes all users aware of their expected responsibilities, and that all activities using ICT 
services, especially the use of the internet will be monitored. In addition, copies of the AUP 
can be found in both student and staff planners. 

 
6. MISUSE 
6.1 Illegal and inappropriate use of ICT services will not be tolerated.  Students and staff may face 

disciplinary action if they engage in any such activities, including Cyber-bullying and bypassing 
internet filtering, or the use of electronic communication to radicalise others.  They will also 
face disciplinary action if they post damaging or offensive comments, and/or abusive images 
towards other members of staff or students on any digital platform, via e-mail or any 
unspecified electronic medium.  Should a complaint be made to school, the Trust will 
immediately suspend and remove access rights until the complaint is investigated and 
resolved. 
 

6.2 In circumstances where it is assessed that there has been a breach of the standards of 
acceptable use, the school will, as a first action, act promptly to prevent continuance or 
repetition of the breach, for example to withdraw any unacceptable materials and then follow 
the Trust’s usual disciplinary procedures. This action will involve liaison between the 
appropriate member(s) of staff, SLT and IT Support. 
 

6.3 Note:  The use of computer systems without permission or for inappropriate purposes could 
constitute a criminal offence under the Computer Misuse Act 1990 and breaches will be 
reported to the appropriate authorities. 

 
7. REMOVING EVIDENCE FROM DIGITAL DEVICES 
7.1 In accordance with the DfE Searching, Screening Guidance and our LEAP MAT policy, if a 

member of staff has grounds to suspect that a digital device contains inappropriate material, 
or material that has been used in an incident of misuse or breach of eSafeguarding Policy, 
they will seek consent from the student that the material is removed from the device. 
 

7.2 Staff should seek the relevant responsible Pastoral Team or member of SLT to accompany 
the student to the IT Team and connect their device to an appropriate computer. To mitigate 
exposure to potential illegal or other inappropriate or private material, the student to locate the 
required file(s) and move them from the device to a secure location on the school’s network. 

 

7.3 A member of the IT Team will remain present to assist if required, and to act as witness. 
 
7.4 It is the responsibility of the Pastoral Team or member of SLT to retain an accurate 

record of evidence taken from digital devices. 
 
8. MANAGING DIGITAL CONTENT 

Recording 
8.1 Students and staff will only use Trust equipment to create mixed digital media (images, 

video and sound) of individuals within our school community. GDPR working practices 
document (section 19) also clearly states that staff are not permitted to use personal devices 
to photograph or record images of students; any digital content must be recorded on the 
school’s equipment. 
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Using Images, Video and Sound 
8.2 Parents or carers are informed that photographs and digital images of students may be used 

in the following situations: 

 On the LEAP MAT and school website, school’s learning platforms 

 On the LEAP MAT and school’s social media pages 

 In the school prospectus and other printed promotional material, e.g. newspapers 

 In display material that may be used around the school 

 In display material that may be used off site 

 In any material that is submitted to an exam board for assessment 

 Through any external publication, e.g. Newsletter, School Year Book 

 Recorded or transmitted on a video, audio or via webcam eg  in an educational conference 
or  promotional video 
 

8.3 Consent for these purposes is sought via the school admissions document and the privacy 
notice (see Trust GDPR Policy).  Parents and carers may withdraw permission, in writing, at 
any time.  

 
8.4 We will remind students of safe and responsible behaviours when creating, using and storing 

digital images, video and sound linked to both their schoolwork and their social use of 
technology. We will also remind students of the risks of inappropriate use of digital images, 
video and sound in their online activities both at school and at home. 

 
8.5 Students and staff will only use Trust equipment to create digital images, video and sound of 

individuals within our school community. GDPR working practices document (section 19) 
clearly states that staff are not permitted to use personal devices to photograph or record 
images of students. 

 
Storage of Images 

8.6 Any images, videos or sound clips of students must be stored on the school network and never 
transferred to personally-owned equipment.  

 
8.7 Students and staff are not permitted to use personal devices for storage of any images, videos 

or sound clips of students/staff or store sensitive information (GDPR working practices 
document - section 10). 

 
Office 365 – Sharepoint and Teams 

8.8 LEAP MAT promotes the use of Microsoft’s Office 365 suite to enhance teaching and learning 
and to enable learning anywhere via shared resources, email, Sharepoint and classroom hubs 
in “Team” sites. 

 
8.9 It is the responsibly of any member of staff who creates a Sharepoint library, “Team” site or 

shared resource to ensure the correct sharing/access security is set, to monitor and moderate 
that resource, and to use the tools available to them to deal with inappropriate behaviour or 
content. 

 
8.10 To enhance eSafeguarding, some Office 365 services are restricted to students, 

including the use of Skype, Yammer and Kaiza. 
 

Office 365 - Storage 
8.11 Office365 provides each staff member and student with a storage mechanism called OneDrive 

that can be used to create, access and edit files from any internet-enabled device.  
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8.12 Use of OneDrive must be limited to documents such as Word, Excel and Powerpoint, but can 

store and manipulate images, videos and sound clips under the direction of teaching staff with 
permission from the Principal. When using Office 365, staff and students must abide by this 
policy and all relevant laws regarding the storage and sharing of illegal content. 

 
9. CURRICULUM: Learning and Teaching 
9.1 eSafeguarding will be embedded across the school in a series of specific online safety/online 

safeguarding-related lessons in specific year groups as part of the ICT and Ethics (BA/ECK) / 
Life (DHS) curriculum (see Safeguarding Policy) in particular.  

 
9.2 We will celebrate and promote online-safeguarding through a planned programme of 

assemblies and whole-school activities, including promoting Safer Internet Day, theatre in 
education visits (eg CSE/grooming), fake news, extremism and anti-bullying assemblies. 

 
9.3 Students will be taught about online safety and harms. This will include being taught what 

positive, healthy and respectful online relationships look like, the effects of their online actions 
on others and knowing how to recognise and display respectful behaviour online.  

 
9.4 We will discuss relevant online safeguarding messages with students routinely wherever 

suitable opportunities arise during all lessons. This will include the need to protect personal 
information, to consider the consequences their actions may have on others, to check the 
accuracy and validity of information they use and to respect and acknowledge ownership of 
digital materials. 

 
9.5 We will remind students and staff about their responsibilities through an Acceptable Use Policy 

which will be displayed when a student logs on to the school network. This will also be 
displayed in student and staff planners. 

 
9.6 Staff will model safe and responsible behaviour in their own use of technology during lessons. 
 
9.7 We will teach students how to search for information and to evaluate the content of websites 

for accuracy when using them in any curriculum area. 
 
9.8 All staff and students will be taught about copyright in relation to online resources and will be 

taught to understand about ownership and the importance of respecting and acknowledging 
copyright and ownership of digital materials (this is particularly relevant for those completing 
coursework and essays where credit must be given to the sources used). 

 
9.9 When using digital mixed media, staff will educate students about the risks with taking, using, 

sharing, publication and distribution of content – in particular they should recognise the risks 
attached to publishing comments, or media, especially images on the internet, e.g. on social 
networking sites such as Tik Tok and Snapchat. 

 
9.10 Students will be made aware of where to seek advice or help if they experience problems when 

using the internet and related technologies, i.e. parent or carer, teacher or trusted staff 
member, or an organisation such as Childline or the CLICK CEOP button which is on our 
school website along with other organisations as signposted from the website safeguarding 
page. Advice and support information is also in the student planners. Termly safeguarding 
newsletters also regularly features online safety advice for parents and staff. 

 
10. STAFF AWARENESS AND TRAINING 
10.1 LEAP staff receive regular information and training on online safeguarding issues as part of 

ongoing safeguarding training/awareness raising. The termly safeguarding newsletter to staff 
and parents usually includes at least one article linked to online safety with regular features 
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about apps, gaming and signposting to sources of advice and support. The safeguarding page 
of the school website also includes several sources of information and links to advice and 
support (eg Childnet, NSPCC, Think U Know) as well as the CEOP support button on the 
opening page of the website. The LEAP staff Code of Conduct also outlines responsibilities 
linked to online safeguarding. 

 
10.2 As part of the induction process all new staff receive information and guidance on online 

safeguarding and the Trust’s Acceptable Use Policies (AUPs).  Acceptable use policies are in 
both student and staff planners.  Annually, staff sign to state that they have received and accept 
our AUP, GDPR working practices document and Code of Conduct.  Online safeguarding is 
also one element within the annual e-learning safeguarding training all staff complete. 

 
10.3 All staff will be made aware of individual responsibilities relating to the safeguarding of children 

within the context of online safeguarding and know what to do in the event of misuse of 
technology by any member of the school community. 

 
11. EMERGING TECHNOLOGIES 
11.1 LEAP MAT is keen to harness any emerging technologies (such as Augmented Reality) that 

could benefit work practices and teaching and learning.  Any new technology will be assessed 
and evaluated for benefit and security risks before its use is allowed in school. 

 The school will periodically review which technologies are available within the School for 
any security vulnerabilities that may have been discovered since deployment 

 Prior to deploying any new technologies within the school, staff and students will have 
appropriate awareness training regarding safe usage and any associated risks 

 The school will monitor ICT equipment usage to establish if the e-Safeguarding policy is 
adequate and that the implementation of the e-Safeguarding policy is appropriate 

 Methods to identify, assess and minimise risks will be reviewed regularly 
 

12. INTERNET ACCESS 
12.1 LEAP MAT’s internet web filtering policy has been developed to help our schools maximise 

the safety of our students as they use the internet, whilst at the same time retaining the 
flexibility needed for effective teaching and learning. 

 
12.2 LEAP MAT appreciates that supervision and education in the use of the internet is paramount, 

and undertaken as part of our Safeguarding training, as the filtering of internet connections 
alone cannot guarantee the absolute safety of students and staff. 

 
Primary Filtering 

12.3 Brinsworth Academy internet connections are filtered using the FortiGate 100F next-
generation firewall. FortiGate uses the latest technology to block access to malicious, hacked 
or inappropriate websites. 

 
Secondary Filtering 

12.4 Brinsworth Academy computers utilise a remote and classroom management tool called 
Impero, that monitors content accessed by staff and students and uses a keyword detection 
solution to monitor, capture, block and report topics such as self-harm, bullying, extremism and 
more.  

 
Bespoke Tailoring 

12.5 Ultimately, the responsibility for internet safety and the configuration of filtering lies with the 
Principal with support from SLT and DSL (the filtering solution can be tailored to meet the 
needs of individual schools if required). 
(see Appendix 1) 

 
Monitoring and Reporting 
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12.6 Internet traffic monitoring will be regularly undertaken by site IT Teams and reviews of filtering 
capabilities and categories will be conducted in line with reviews to this policy and government 
legislation. 

 
12.7 The Trust/its Academies have a clearly defined procedure for reporting breaches or failures in 

filtering. All staff and students will be aware of this procedure by reading the AUP and by 
receiving the appropriate awareness training. 

 
12.8 If users discover a website with inappropriate or potentially illegal content, this should be 

reported to a member of staff who will inform the Designated Safeguarding Lead and the 
relevant IT Team. All incidents should be documented and, if necessary, reported to 
appropriate agencies. 

 
12.9 Although staff will monitor students’ use of the internet in lessons, there will be a degree of 

independence when completing work using the internet.  
 
13. EMAIL 
13.1 LEAP MAT provides each student and member of staff a Microsoft Office 365 email account 

which should be limited in its use for educational and work-based purposes. This is to 
minimise the risk of receiving unsolicited or malicious emails and avoids the risk of personal 
information being revealed.  LEAP MAT does, however, consider individual email accounts to 
be personal data, but will be monitored and accessed under certain circumstances, such as 
safeguarding or for disciplinary proceedings. 
 

13.2 All communication between staff and parents and carers and students must be professional in 
tone and content and should be written and checked carefully before sending. These 
communications must adhere to LEAP MAT GDPR policies and be facilitated via their Office 
365 email service, and never via personal e-mail addresses of staff, text messaging or any 
public chat or social networking programme. 

 

13.3 Academies use a standard disclaimer attached to all external email correspondence. 
 

Usage 
13.4 All email and attachments are scanned for viruses, malicious content and inappropriate 

messages.  Any inappropriate use, or inappropriate messages from within LEAP MAT or an 
external source should reported to a member of staff or SLT immediately.  

 
13.5 Irrespective of how staff and students access their school email account, this policy and the 

AUP still applies. 
 

Accessing via Mobile Devices 
13.6 Office365 email accounts can be accessed via mobile devices either via mail applications or 

directly via a web interface. 
 

13.7 When using a mail application such as Microsoft Outlook, users must agree to the LEAP MAT 
Mobile Device Management policy. This policy ensures that data is protected by applying the 
correct security settings (strong access passcodes and PINs) to the enrolled device, and that 
in certain exceptional circumstances (such as the loss of a device) the device can be remotely 
accessed and e-mail data erased. 

 

Rules 
13.8 The Trust/Academies will apply automatic external message monitoring, filtering and rejection 

systems as appropriate, and deny transmission of messages with content that is deemed 
unacceptable. These monitoring arrangements will operate on a continual and continuing basis 
with the express aim of monitoring compliance with the provisions of this policy and IT 
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Regulations and for the purposes as permitted by The Telecommunications (Lawful Business 
Practice) (Interception of Communications) Regulations 2000. 

 
13.9 Individual Principals can tailor e-mail rules to suit, but the LEAP MAT baseline rules are as 

follows: 
 

 SIXTH FORM STUDENTS (KS5): KS5 students are allowed to email staff and moderated 
external organisations such as UCAS and Universities and Colleges 

 

 KEY STAGE 3 AND 4 STUDENTS (KS3/4): KS3/4 students are allowed to email staff, 
but are not allowed to e-mail any other student or any external organisations 

 

 MOBILE DEVICES - There is growing evidence that removing mobile devices from the 
school site dramatically improves students’ concentration, behaviour and attainment.  

 

 STUDENTS 
Mobile phones and personally-owned devices (including headphones) must not be used 
in any way during lessons or formal school time. They should be switched off or silent 
at these times.  (See mobile devices “See it Lose it” information in student planners - 
students can use phones/smart watch and other mobile devices before the start of the 
Academy day, at break and lunch and at the end of the day (if not in an extra-curricular 
activity). 
 
All devices MUST be used responsibly to ensure their own safety and that of others. 
Mobile phones and personally-owned mobile devices brought to school are the 
responsibility of the device owner. The Academy accepts no responsibility for the loss, 
theft or damage of personally-owned mobile phones or mobile devices. 
 
The Bluetooth function of a mobile phone should be switched off at all times and not be 
used to send images or files to other mobile phones. 
 
If it is believed that a student has accessed inappropriate material (eg violence, hate 
incidents/crime, sexual content, extremist content) or that they have used personal data 
to access social media and send inappropriate messages, then the Academy will take 
action. 
 
Students need to be aware that cyber bullying (includes inappropriate texts, messages via 
social media and live streaming) will not be tolerated as banter/having a laugh. 
 
They also need to be aware of “sexting” – youth produced sexual imagery and the 
consequences of creating indecent images of themselves, sending these to others or 
sharing images sent to them. All of these actions are illegal. 
 
Students must not photograph, record images/voices of students or staff without 
permission at ANYTIME. 
 
If a student breaches the Academy policy then the phone or device will be confiscated and 
will be held in a secure place eg in the school office. Mobile phones and devices are 
usually released at the end of the school day, however, students may be sanctioned in 
line with the Trust’s Behaviour Policy for defiance to staff and repeated failure to respect 
school rules. 
 
Phones and devices must not be taken into examinations.  It is essential that students 
adhere to this rule and ensure that they do not have phones, devices, including smart 
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watches, on their person as they enter examination rooms. This is a JCQ examination rule 
and if breached, a student risks disqualification from the exam/series of exams.  
 
If a student needs to contact his/her parents or carers, they will be allowed to use a school 
phone. Parents are advised not to contact their child via their mobile phone during the 
school day, but to contact the school office. 

 
 STAFF - Where staff are required to use a mobile phone for Trust duties, for instance in 

case of emergency during off-site activities/visits, or for contacting students or parents, 
then a Trust device will be provided.  
 
In some exceptional circumstances, or when a member of staff does not have access to 
a school device, they are permitted to use their own mobile phone but should mask/hide 
their own number for data privacy purposes.  
 
Staff are encouraged not to use personal devices to connect to the school’s Wi-Fi 
infrastructure, but are allowed to if they request it.  Staff must adhere to this policy and the 
AUP and no personal device will be permitted to use a wired connection to any of the 
LEAP MAT or school’s infrastructure.  See also: BYOD policy 
 

14. DATA PROTECTION AND INFORMATION SECURITY 
14.1 LEAP MAT will act and carry out its duty of care for the digital information it holds in line with 

the Data Protection Act 2018 – the UK’s implementation of the General Data Protection 
Regulation (GDPR).  

 
14.2 Office 365 data is stored in accordance with EU-US Privacy Shield Framework (replacing the 

Safe Harbor Framework) that provides a mechanism to comply with data protection 
requirements when transferring data between the European Union and the United States.  
See also: GDPR Policy 

 
15. MANAGEMENT OF ASSETS 
15.1 Details of Trust-owned hardware and software will be recorded in an inventory. 

 
15.2 All redundant ICT equipment will be disposed of through an authorised agency.  

 

 

15.3 All redundant ICT equipment that may have held personal data will have the storage media 
erased. 
 

15.4 Disposal of any ICT equipment will conform to The Waste Electrical and Electronic Equipment 
Regulations 2006 and/or The Waste Electrical and Electronic Equipment (Amendment) 
Regulations 2007.  
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APPENDIX 1 

INTERNET SETTINGS 
 
DEFAULT SETTINGS 
For purposes of filtering, LEAP MAT’s baseline web filter identifies three groups of users: 

BYOD         -  All devices connecting via Wi-Fi that are unauthenticated 
STAFF          -        All Staff 
STUDENTS  -         All Students 

 
 
SAFE SEARCHING 
The majority of web search engines have the ability to filter out explicit content for all queries across 
images, videos and website. Whilst SafeSearches are not 100% accurate they are designed to help 
block explicit results, like pornography, from search queries. 
 

BYOD STUDENT STAFF 

ON ON ON 

 
 
YOUTUBE 
Similar to SafeSearch, YouTube offers its own safety feature to filter explicit and unsuitable content. 
It has two levels of filtering, STRICT and MODERATE. As with SafeSearch, YouTube filtering isn’t 
100% accurate and relies on an automated system that analyses the video’s content, as well as the 
results of human moderators who apply an age restriction to videos. 
 

BYOD STUDENT STAFF 

OFF STRICT OFF 

 
 
CATEGORY FILTERS 
Internet searches are categorised by FortiGuard and allowed or blocked based upon industry 
standards and LEAP MAT’s commitment to upholding stringent eSafeguarding and PREVENT 
duties. 
 
Key 

 Blocked  Allowed and Monitored 

 
Category Descriptions & Contents 
For more information on which sites are classified within these categories visit: 
https://fortiguard.com/webfilter/categories 
 
 

Potentially Liable BYOD / STUDENT  STAFF 

 Child Abuse   

 Discrimination   

 Drug Abuse   

 Explicit Violence   

 Extremist Groups   

 Hacking   

 Illegal or Unethical   

 Plagiarism   

 Proxy Avoidance   

https://fortiguard.com/webfilter/categories
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Adult/Mature BYOD / STUDENT STAFF 

 Abortion   

 Advocacy Organization   

 Alcohol   

 Alternative Beliefs   

 Dating   

 Gambling   

 Lingerie and Swimsuit   

 Marijuana   

 Nudity and Risque   

 Other Adult Materials   

 Pornography   

 Sex Education   

 Sports Hunting and War Games   

 Tobacco   

 Weapons (Sales)   

  

Bandwidth Consuming BYOD / STUDENT STAFF 

 File Sharing and Storage   

 Freeware and Software 

Downloads 
  

 Internet Radio and TV   

 Internet Telephony   

 Peer-to-Peer File Sharing   

 Streaming Media and Download   

  

Security Risk BYOD / STUDENT STAFF 

 Dynamic DNS   

 Malicious Websites   

 Newly Observed Domains   

 Newly Registered Domains   

 Phishing   

 Spam URLs   

  

General Interest – Personal BYOD / STUDENT STAFF 

 Advertising   

 Arts and Culture   

 Auction   

 Brokerage and Trading   

 Child Education   

 Content Servers   

 Digital Postcards   

 Domain Parking   

 Dynamic Content   

 Education   

 Folklore   

 Games   
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 Global Religion   

 Health and Wellness   

 Instant Messaging   

 Job Search   

 Meaningless Content   

 Medicine   

 News and Media   

 Newsgroups and Message Boards   

 Personal Privacy   

 Personal Vehicle   

 Personal Website and Blogs   

 Political Organisations   

 Real Estate   

 Reference   

 Restaurant and Dining   

 Shopping   

 Social Networking   

 Society and Lifestyles   

 Sports   

 Travel   

 Web Chat   

 Web-based Email   

 

General Interest - Business BYOD / STUDENT STAFF 

 Armed Forces   

 Business   

 Charitable Organisations   

 Finance and Banking   

 General Organisations   

 Government and Legal 

Organisations 

  

 Information Technology   

 Information and Computer 

Security 

  

 Online Meeting   

 Remote Access   

 Search Engines and Portals   

 Secure Websites   

 Web Analytics   

 Web Hosting   

 Web-based Applications   

  

Unrated BYOD / STUDENT STAFF 

 Unrated   
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APPENDIX 2 

STUDENT ACCEPTABLE USE POLICY (AUP) 

By logging onto the network you have accepted the school's acceptable use policy (AUP) for the 
remainder of the academic year. Misuse of IT facilities will result in these services being withdrawn. 
 
Students should: 

 Use the school's IT facilities appropriately as directed by the teacher for educational purposes 
only 

 Use only the programs listed in the start menu as directed by the teacher 

 Use only the programs identified by the teacher in the lesson 

 Use only the websites identified by the teacher 

 Print only when necessary and after consultation with the teacher 
 
 
Note: 

 All user activity is recorded including file creation, amending, execution, copying and deleting 

 All user activity on the internet is recorded and filtered 

 Certain file types cannot be saved onto the network 

 There is a limit on user's network storage space.  Regular checks are made on user storage 
areas 

 Files which have inappropriate names or images which are deems inappropriate will be deleted 

 Limited print quotas will be allocated to all students 
 
 
Misuse of IT facilities includes amongst other things: 

 Using another person's account 

 Use of proxy anonymizer sites and any technology which bypasses internet filtering and 
monitoring 

 Pressing the keyboard and clicking the mouse of another student's computer without permission 

 Pulling out/moving leads, switches and connections from any IT equipment 

 Not using the internet for the purpose identified by the teacher 

 Unnecessary and inappropriate use of printing facilities 

 Changing the settings of any IT resource including computers, printers, projectors, cameras etc. 

 Copying or running unauthorised programs such as games, scripts, spyware, malware, media 
players, file or network utilities, remote desktops etc. 

 Running non-school programs, scripts or any other executables from removable media 

 Damage or theft of IT equipment 

 Any other usage which the school considers a threat to the security of students, information 
and/or resources 
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APPENDIX 3 
STAFF ICT ACCEPTABLE USE POLICY (AUP) 
 
You must adhere to LEAP MAT Data Protection and Privacy policies, eSafeguarding Policy and the 
following Acceptable Use Policy (AUP) when using IT services both in and out of school: 

 Usernames, passwords and other logon credentials should be kept secure and not revealed to 
anyone else 

 PCs should be logged out when not in use or locked whenever you are away from the device 
for a period of time 

 You should ensure that any personal or sensitive data you use or access (SIMS, Assessment, 
SEN, Safeguarding, etc) is kept secure and used appropriately 

 Ensure that when accessing personal or sensitive data that PC screens are not left unlocked in 
view of students, or that sensitive data is not broadcast via classroom projectors 

 Do not allow an unauthorised person to access Trust ICT services using your credentials 

 Any online activity should not harass, harm, offend or insult others 

 You must not search for, download, upload, or distribute content that is illegal, or that could be 
considered offensive by another user. If you accidentally encounter such material you should 
report this immediately to the IT Support team 

 You should not download or install any software or hardware without permission. If you have 
responsibility for purchasing software, you should be confident that it is adequately licenced and 
appropriate for educational use 

 USB/external storage devices should not be used unless explicit permission is granted by the 
Principal. Staff are encouraged to use OneDrive to securely work on documents between home 
and school. No personal data whatsoever should ever be held on a USB/external hard 
drive 

 Any sensitive data that needs to be taken off-site should be held on OneDrive, accessed via 
www.office.com and not synchronised to any personal device. OneDrive folders synchronised 
to Trust managed devices is acceptable, where those devices are encrypted with BitLocker or 
equivalent technologies. If data needs to be taken off-site and OneDrive is not suitable, then 
data can be held and transported on an encrypted USB drive as authorised by the Principal 

 Any electronic communication should be related to Trust business only and should be through 
Trust e-mail addresses or other appropriately sanctioned communication systems (such as 
SIMS InTouch) 

 Any digital mixed media content of students and staff should be for Trust purposes only. They 
should be recorded on school equipment and stored securely on LEAP MAT’s ICT infrastructure 

 You must never provide your personal details, or the personal details of others to students or 
parents, or publicly on the internet. For using social media, see the relevant policy 

 You should promote and support the school eSafeguarding Policy and Data Protection and 
Privacy Policies, and promote and model safe and responsible behaviour in students when using 
ICT to support teaching and learning 

 Any ICT equipment used or borrowed from LEAP MAT should be used in accordance with this 
AUP at all times. If taken off-site, the equipment should be returned annually for an electrical 
safety check and to ensure compliance with secure IT policies. On leaving the employ of LEAP 
MAT, the equipment should be returned in good order to the IT Team prior to leaving 

 Particular care should be taken to ensure that any sensitive information shared or emailed to 
other colleagues or external agencies is kept secure in transfer and that you are certain of the 
correct recipient. Any data that potentially has been transmitted insecurely, or to an unauthorised 
party should immediately be reported to the IT Support team 

 You must report all suspected or potential IT security, eSafeguarding or data breaches to the IT 
Support team and the DPO 

  
. 

http://www.office.com/

